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Financial Institutions and Social Media
Staying Current and Staying Compliant
The financial services industry has increasingly embraced social media to stay connected with its
customers and prospects. At the same time, financial institutions find themselves facing greater
regulatory scrutiny than ever before. The net result is that, while banks and other financial institutions feel
increasing pressure to employ social media networks, they must also exercise great care to make sure
that their use of Facebook, Twitter, YouTube, Yelp, LinkedIn, and other social media outlets does not
conflict with their need to comply with RESPA, ECOA, TILA, FCRA, FDCPA, and other applicable legal
and regulatory requirements.
The Federal Financial Institutions Examination Council (FFIEC) recently published guidance on social
media activity. The FFIEC guidance, which defines social media as “a form of interactive online
communication in which users can generate and share content through text, images, audio, and/or
video,” can be found here. Reference to the FFIEC guidance can be helpful for financial institutions in
developing policies and procedures to avoid risks related to their social media activities.
A "SOCIAL MEDIA" RISK MANAGEMENT PROGRAM ESSENTIAL
Financial institutions can employ social media for advertising and marketing purposes to take loan and
deposit applications, to garner informal public feedback on services, and to otherwise engage with
customers. Special regulatory, reputation, and operational risks, however, are associated with the use of
social media for these purposes. To address and manage these risks, the FFIEC guidance calls for a risk
management program featuring the following elements:

•
•

•
•
•
•

governance structure – directed by senior management, evaluates how social media
involvement adds to strategic goals
policies and procedures (stand-alone or incorporated) – address the following areas:
o social media use
o monitoring functions
o compliance with consumer protection laws and regulations
risk management process – manages third-party relationships and social media
employee training program – incorporates work-related use of social media and outlines
impermissible uses
oversight process – monitors information posted to social media sites, administered by the
financial institution or a contracted third party
reporting process – conducted by senior management, periodically evaluates the effectiveness

of a social media program
SOCIAL MEDIA: JUST ANOTHER COMMUNICATION CHANNEL SUBJECT TO THE FULL RANGE
OF LEGAL AND REGULATORY REQUIREMENTS
While social media networking is a communications phenomenon that may appear somewhat exotic and
novel, it is just another means of communication. The laws and regulations that apply to written,
telephonic, and electronic communications also apply to social media interactions. There is no exception
for social media, but there may be added risks. The following regulatory requirements are among those
to consider when using social media for deposit, lending, loan administration, payment processing, and
general customer communications:

•

•

•
•
•

Deposit and Lending Products
o Truth in Lending Act/Regulation Z – TILA advertising and disclosure requirements
o Truth in Savings Act/Regulation DD and Part 707 – TISA advertising and disclosure
requirements
o Fair Lending Laws: Equal Opportunity and Fair Housing Act – ECOA advertising,
application and notice requirements, and antidiscrimination prohibitions
o Real Estate Settlement Procedures Act – RESPA antikickback rules
o Fair Debt Collection Practices Act – FDCPA prohibitions on harassing debtors
o Unfair, Deceptive, or Abusive Acts or Practices – Section 5 of FTC Act (Sections 1031
and 1036 of Dodd-Frank)
o Deposit insurance or share insurance requirements – requirements such as “Member
FDIC” language
Payment Systems
o Electronic Fund Transfer Act/Regulation E – EFTA disclosure and error resolution
requirements
o Rules applicable to check transactions – Reg CC requirements regarding availability of
funds and collection of checks
Bank Secrecy/Antimoney Laundering Programs
o BSA/AML compliance program addressing, among others, customer identification and
suspicious activity reporting requirements
Community Reinvestment Act
o Depository institutions need to take into account comments received through social
media sites run by or on behalf of the institutions
Privacy
o GLBA Privacy Rules – Privacy and security of consumer information and disclosure of
privacy policies
o CAN-SPAM Act – restrictions on sending unsolicited information to consumers through
social media
o Fair Credit Reporting Act – restrictions and requirements on collection, use, and error
resolution relating to consumer eligibility information

REPUTATION RISK—THE "SOCIAL MEDIA" IMAGE ISSUE
Positive and negative information that individual customers disseminate via social media reaches other
customers faster, and controlling the spread can be beyond an institution’s control.
THIRD-PARTY CONTRACTORS
As is the case with all third-party vendors, when a financial institution decides to outsource the
management of its social media accounts and sites to third-party contractors, it should maintain a
monitoring system to prevent reputational risk if the third-party contractor does not perform.
SOCIAL MEDIA USE BY EMPLOYEES

The FFIEC guidance states that financial institutions need to be aware that employees’ communications
through social media may be viewed by the public and may be construed as the institution’s official
policies or reflect poorly on its image. Financial institutions may reduce potential exposure to reputation
and regulatory risks by training employees on how to communicate appropriately with customers through
a social media platform regarding products and services that they offer. Proper employee training can
actually generate business.
CONCLUSION
Due to the public’s increasing dependence on technology-based interactive platforms for communication,
financial institutions that develop a social media presence are well served to do so in the framework of
internally established policies and procedures. The breadth of policies and procedures needed for any
given institution depends on the size and specific involvement of that institution. When looking to
increase existing involvement or begin involvement in social media, financial institutions might first want
to consider the legal, compliance, and reputational risks associated with such a presence.
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