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Capital One Required to Produce Forensic Report in Class Action
As a litigator, when responding to any security incident, thoughtful
consideration is given to the possibility that the security incident may
wind up in litigation, and therefore, certain decisions are made in
anticipation of that litigation. Without getting into the details of the legal
doctrines of attorney-client privileges, work product doctrine, and in
anticipation of litigation, suffice it to say that these doctrines are longestablished in order for certain information and documents to be
privileged and non-discoverable in litigation if the facts and
circumstances warrant protection under these doctrines. Read more

NEW + NOW
Have Questions About CMMC? Don’t We All
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I had the pleasure of participating as a panelist this week for companies
primarily involved in the maritime industry, and one of the topics
discussed was the Department of Defense’s (DOD) Cybersecurity
Maturity Model Certification Program (CMMC). The discussion
generated questions that I thought merited sharing. Simply put, the
DOD’s CMMC Program was designed to provide cybersecurity
guidelines and certification for government contractors to achieve in
order to bid on Requests for Proposals for government contracts. The
purpose is to make sure all contractors that have access to sensitive
classified and non-classified information have a cybersecurity program in
place to protect the data the contractor receives from DOD. Read more

AUTONOMOUS VEHICLES
Toyota’s ‘Woven City’ for Developing Autonomy, Robotics and AI
Toyota plans to build a prototype ‘city’ of the future called Woven City,
which is meant to be a ‘living laboratory’ that will serve as a home to fulltime residents who will test and develop various technologies, including
autonomy, robotics and artificial intelligence in a real-world environment.
The city will be powered by hydrogen fuel cells and will sit on a 175-acre
site at the base of Mount Fuji in Japan. Toyota will issue an open
invitation to other commercial and academic partners interested in
collaborating as well as scientists and researchers from around the world
to work on their own projects in this real-world incubator. Read more
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DRONES
Balancing New Technology and Privacy When Using Drones in
Land Use and Construction
The mixture of sheltering-in-place, warm weather, and increasing drone
usage creates a combustible situation – literally. Drone shootings are on
the rise as property owners seek to combat perceived trespass,
nuisance and invasions of privacy.
These were some of the legal issues discussed during a webinar
presented by the American Bar Association’s Section on Real Property
Trusts and Estates (ABA RPTE) at its 32nd Annual Conference (held
virtually for the first time) on May 15, 2020. The webinar focused on the
legal landscape and issues to consider in counseling real estate and
construction businesses on the commercial use of small unmanned
aerial systems (sUAS). The panel included attorneys as well as an
engineer, who presented. Read more

PRIVACY TIP #240
Update iPhone OS as Soon as Possible for Jailbreak Zero-Day
Vulnerability
We have previously discussed pushes received from mobile phone
manufacturers to update operating systems. Although the pushes claim
that new features are included, there are also patches included to plug
known vulnerabilities. If you keep pushing “later,” and you don’t update
as soon as possible, those vulnerabilities continue to subject you to risk
until they are patched. This week’s privacy tip updates the topic. Read
more
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