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CYBERSECURITY

Cyber-Attackers Politically Aligned

The most recent Accenture Global Incident Report (the Report) shows
that cyber-attackers have political views and are divided between
support for Russia or Ukraine. According to the Report, entitled “Global
Incident Report: Threat Actors Divide Along Ideological Lines over the
Russia-Ukraine Conflict on Underground Forums,” the war between
Russia and Ukraine has caused an unusual rift in Russian-language
cyber forums (mostly ransomware gangs) between those supporting
Russia and those supporting Ukraine. Read more
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DATA PRIVACY

California Attorney General’s Opinion States Consumers’ Right to
Know Includes Inferences

We all know businesses collect our data. But did you know that
businesses can draw inferences from those data to determine whether a
consumer is married, or is a homeowner, or is a likely voter? Recently,
the question arose whether those inferences constitute personal
information under the California Consumer Privacy Act of 2018 (CCPA
or the Act) and whether consumers in California have a right to know
about those inferences. Read more

ENFORCEMENT + LITIGATION

FTC Files Suit Against CafePress for “Data Breach Cover Up”

The Federal Trade Commission (FTC) issued a press release on March
15, 2022, stating that it was taking action against CafePress “over
allegations that it failed to secure consumers’ sensitive personal data
and covered up a major breach” by filing a complaint against Residual
Pumpkin Entity, LLC, formerly d/b/a/ CafePress, and PlanetArt, LLC
d/b/a CafePress. Read more

DRONES

Final BVLOS ARC Report Issued with over 70 Recommendations
for the FAA

Last week, the Unmanned Aircraft Systems (UAS) Beyond Visual Line
of Sight (BVLOS) Aviation Rulemaking Committee’s (ARC) Final
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Report was released. The report has been much anticipated by the
drone industry and its stakeholders. The report recommends a complete
overhaul of existing Federal Aviation Administration (FAA) regulations.
The goal of that overhaul would be to help the booming $58.4 billion
commercial drone market reach its full potential. The FAA’s current
regulations require commercial drone operators to operate drones within
their visual line of sight only. Additionally, drone operators can only
operate one drone at a time. If drone pilots could fly beyond visual line
of sight, in groups, it would mean longer flight time, more efficiency and
greater possibilities. To reach those goals, the nearly 400-page report
includes over 70 recommendations. Read more

PRIVACY TIP #323

FTC Warns Consumers of FTC Imposters

Federal Trade Commission (FTC) issued a Scam Alert this week
warning consumers that fraudsters are impersonating FTC officials. This
week’s privacy tip reviews this old trick. Read more
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